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Delegation Schedule E - IT Facilities and Services

 Function Holders and Limits Document Reference and Guidance
IT Resources and Services Delegations
1. This Schedule is not intended to be read in isolation and should be read in conjunction with the Delegations of Authority Policy.
2. The exercise of all information technology delegations is closely related to the rules, policies and procedures on each issue.
3. Delegations may only be exercised within the framework of these policies.
4. Advice is available from the Chief Information and Digital Officer (CIDO), Information Management and Technology Services.
5. Information Security and IT Resources delegation topics:
• Access to IT Resources Information
• Account Management
• Information Security and IT
    Resources Data Governance
• Telephone, Mobile Devices and Internal Voice / Data
    Services Software Asset Management
Access to IT Facilities and Services Information
E1 Approve access to, and/or the release of, data stored or

transmitted on the University’s IT Facilities and Services
captured legitimately by the University to persons within or
outside of the University (aside from data released with the
permission of the user).

Chief Information Digital Officer - with countersignature from
relevant Senior Executive/Executive Dean
Associate Director, Infrastructure and Communications - with
countersignature from relevant Senior Executive/Executive
Dean
Associate Director, Digital Strategy - with countersignature
from relevant Senior Executive/Executive Dean
Associate Director, Client Products and Services - with
countersignature from relevant Senior Executive/Executive
Dean

Acceptable Use of IT Resources Policy
Privacy Policy

E2 Approve access to, and/or the release of, telephone account
usage information to investigate a potential breach of policy or
for access to be granted.

Chief Information Digital Officer - with countersignature from
relevant Senior Executive/Executive Dean
Associate Director, Infrastructure and Communications - with
countersignature from relevant Senior Executive/Executive
Dean
Associate Director, Digital Strategy - with countersignature
from relevant Senior Executive/Executive Dean
Associate Director, Client Products and Services - with
countersignature from relevant Senior Executive/Executive
Dean

Acceptable Use of IT Resources Policy
Privacy Policy
Telephone and Mobile Use Policy

Account Management

https://policies.uow.edu.au/document/view-current.php?id=68
https://policies.uow.edu.au/document/view-current.php?id=145
https://policies.uow.edu.au/document/view-current.php?id=68
https://policies.uow.edu.au/document/view-current.php?id=145
https://policies.uow.edu.au/document/view-current.php?id=71
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E3 Approve exceptions to standard privileges that apply to an
account.

Senior Executive
Executive Dean
Associate Director, Client Services, IMTS
Associate Director, Infrastructure and Communications
Associate Director, Digital Strategy

Information Security Policy
Joint PhD Procedure

E4 Approve the withdrawal or restriction of an account in advance
of the account’s official closure.

Senior Executive
Executive Dean
Director
Head of Unit - Head of Sponsoring Organisation, including
controlled entities and affiliates.

Information Security Policy

E5 Temporarily or indefinitely withdraw or restrict an account on
suspicion of policy violation or a possible, or confirmed,
security breach.

IMTS staff Information Security Policy

E6 Following a request by a Director/ CEO of a controlled entity or
affiliate, withdraw an account used by a staff member of the
controlled entity or affiliate for misuse of IT Facilities and
Services.

Chief Information Digital Officer
Associate Director, Client Products and Services
Associate Director, Infrastructure and Communications
Associate Director, Digital Strategy

Acceptable Use of IT Resources Policy

E7 Confirm or reverse the withdrawal or restriction of an account. Senior Executive
Executive Dean
Director
Head of Unit - Head of sponsoring organisation (including
controlled entities and affiliates)

Information Security Policy

E8 In extraordinary circumstances and following a request in
writing, approve the issue of a new user account to an existing
user.

Chief Information Digital Officer
Associate Director, Infrastructure and Communications
Associate Director, Client Products and Services
Associate Director, Digital Strategy

Information Security Policy

E9 Reactivate a closed account (with the exception of withdrawn
or restricted accounts).

Head of Unit - or equivalent.
User Account Manager

Information Security Policy

E10 Approve the change of account sponsor or type. Head of Unit - or equivalent. Information Security Policy

E11 In exceptional circumstances, approve an extension to a
student to access their account past its official closure date.

Executive Director, Student Services Information Security Policy

IT Security, Facilities and Services

https://policies.uow.edu.au/document/view-current.php?id=67
https://policies.uow.edu.au/document/view-current.php?id=65
https://policies.uow.edu.au/document/view-current.php?id=67
https://policies.uow.edu.au/document/view-current.php?id=67
https://policies.uow.edu.au/document/view-current.php?id=68
https://policies.uow.edu.au/document/view-current.php?id=67
https://policies.uow.edu.au/document/view-current.php?id=67
https://policies.uow.edu.au/document/view-current.php?id=67
https://policies.uow.edu.au/document/view-current.php?id=67
https://policies.uow.edu.au/document/view-current.php?id=67
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E12 Authorise the isolation or disconnection of any equipment or IT
Facility from the University network which poses a severe and
unacceptable risk.

Chief Information Digital Officer
Associate Director, Client Products and Services
Associate Director, Infrastructure and Communications
Associate Director, Digital Strategy

Information Security Policy

E13 Approve monitoring program for the effectiveness of cyber
security.

Chief Information Digital Officer
Associate Director, Client Products and Services
Associate Director, Infrastructure and Communications
Associate Director, Digital Strategy

Information Security Policy

E14 Approve disaster recovery plans for security applications and
foundational IT infrastructure and an associated testing
program.

Chief Information Digital Officer
Associate Director, Client Services, IMTS
Associate Director, Infrastructure and Communications
Associate Director, Digital Strategy

Information Security Policy

E15 Appointment of a Cyber Security Team. Chief Information Digital Officer Information Security Policy

E16 Approval to release emails sent to “all” mailing lists. Senior Executive
Chief Information Digital Officer
Chief Communications and Marketing Officer
Associate Director, Strategic Communications
Associate Director, Brand and Marketing Communications
Associate Director, Security
Senior Manager, IMTS

Internal Communications Procedure

E17 Block or re-direct incoming email if they are deemed to be
harassing or offensive to the recipient.

IMTS staff Acceptable Use of IT Resources Policy

E18 Approve the storage or backup of University data with
externally hosted services.

Chief Information Digital Officer
Associate Director, Client Products and Services
Associate Director, Infrastructure and Communications
Associate Director, Digital Strategy

Acceptable Use of IT Resources Policy
Purchasing and Procurement Policy

E19 Approve exemptions in respect of an individual Server or a
class of Server or device.

Chief Information Digital Officer
Associate Director, Client Products and Services
Associate Director, Infrastructure and Communications
Associate Director, Digital Strategy

Acceptable Use of IT Resources Policy

https://policies.uow.edu.au/document/view-current.php?id=67
https://policies.uow.edu.au/document/view-current.php?id=67
https://policies.uow.edu.au/document/view-current.php?id=67
https://policies.uow.edu.au/document/view-current.php?id=67
https://policies.uow.edu.au/document/view-current.php?id=258
https://policies.uow.edu.au/document/view-current.php?id=68
https://policies.uow.edu.au/document/view-current.php?id=68
https://policies.uow.edu.au/document/view-current.php?id=50
https://policies.uow.edu.au/document/view-current.php?id=68
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E20 Approve a Service Owner for each Service. Senior Executive
Executive Dean
Chief Information Digital Officer
Associate Director, Client Products and Services
Associate Director, Infrastructure and Communications
Associate Director, Digital Strategy

Acceptable Use of IT Resources Policy

E21 Approve permanent access to IMTS computer rooms. Chief Information Digital Officer
Associate Director, Client Products and Services
Associate Director, Infrastructure and Communications
Associate Director, Digital Strategy

Information Security Policy

E22 Approve temporary access to IMTS computer rooms. Senior Manager, IMTS - Any Senior Manager with permanent
access.

Information Security Policy

E23 Approve temporary access to IMTS computer rooms in the
event of an emergency.

Security Officer Information Security Policy

E24 Approve proximity card access to IMTS computer rooms. Chief Information Digital Officer
Associate Director, Client Services, IMTS
Associate Director, Infrastructure and Communications
Associate Director, Digital Strategy

Information Security Policy

E25 Approve access to IMTS computer rooms outside of weekday
hours between 9am and 4pm.

Chief Information Digital Officer
Associate Director, Client Services, IMTS
Associate Director, Infrastructure and Communications
Associate Director, Digital Strategy

Information Security Policy

Data Governance
E26 Approve internal data access requests. Data Guardian Data Classification and Handling Procedure

Data Governance and Management Policy

E27 Approve the release of University data to be used or shared
outside the University.

Data Guardian Data Classification and Handling Procedure
Data Governance and Management Policy

E28 Approve use of Personal Information within Replica
Environments where an appropriate legitimate business need
is demonstrated.

Data Guardian Data Classification and Handling Procedure
Data Governance and Management Policy

E29 Appoint Data Guardians. Vice-President Operations Data Classification and Handling Procedure
Data Governance and Management Policy

https://policies.uow.edu.au/document/view-current.php?id=68
https://policies.uow.edu.au/document/view-current.php?id=67
https://policies.uow.edu.au/document/view-current.php?id=67
https://policies.uow.edu.au/document/view-current.php?id=67
https://policies.uow.edu.au/document/view-current.php?id=67
https://policies.uow.edu.au/document/view-current.php?id=67
https://policies.uow.edu.au/document/view-current.php?id=253
https://policies.uow.edu.au/document/view-current.php?id=303
https://policies.uow.edu.au/document/view-current.php?id=253
https://policies.uow.edu.au/document/view-current.php?id=303
https://policies.uow.edu.au/document/view-current.php?id=253
https://policies.uow.edu.au/document/view-current.php?id=303
https://policies.uow.edu.au/document/view-current.php?id=253
https://policies.uow.edu.au/document/view-current.php?id=303
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E30 Appoint Data Stewards. Director
Chief Officer

Data Classification and Handling Procedure
Data Governance and Management Policy

Telephones, Mobile Devices and Internal Voice / Data Services
E31 Determine staff eligibility for a mobile telephone device and/or

mobile telephone account and initiate discretion to withdraw
access rights.

Senior Executive
Executive Dean
Director
Chief Officer

Acceptable Use of IT Resources Policy
Purchasing and Procurement Policy
Telephone and Mobile Use Policy

E32 Determine staff eligibility for a fixed telephone and the level of
access for individual users.

Senior Executive
Executive Dean
Director
Chief Officer

Acceptable Use of IT Resources Policy
Purchasing and Procurement Policy
Telephone and Mobile Use Policy

E33 Approve call forwarding from a fixed telephone to a University
mobile telephone or device.

Senior Executive
Executive Dean
Director
Chief Officer

Acceptable Use of IT Resources Policy
Purchasing and Procurement Policy
Telephone and Mobile Use Policy

E34 Approve call forwarding from an internal number to an external
number including mobile telephones.

Senior Executive
Executive Dean
Director
Chief Officer

Acceptable Use of IT Resources Policy
Purchasing and Procurement Policy
Telephone and Mobile Use Policy

E35 Approve additional functionality (if available) for University
mobile telephone and devices.

Senior Executive
Executive Dean
Director
Chief Officer

Acceptable Use of IT Resources Policy
Purchasing and Procurement Policy
Telephone and Mobile Use Policy

E36 Approve the use of an alternative service provider Chief Information Digital Officer - with countersignature from
relevant Senior Executive/Executive Dean
Associate Director, Client Products and Services - with
countersignature from relevant Senior Executive/Executive
Dean
Associate Director, Infrastructure and Communications - with
countersignature from relevant Senior Executive/Executive
Dean
Associate Director, Digital Strategy - with countersignature
from relevant Senior Executive/Executive Dean

Acceptable Use of IT Resources Policy
Purchasing and Procurement Policy
Telephone and Mobile Use Policy

https://policies.uow.edu.au/document/view-current.php?id=253
https://policies.uow.edu.au/document/view-current.php?id=303
https://policies.uow.edu.au/document/view-current.php?id=68
https://policies.uow.edu.au/document/view-current.php?id=50
https://policies.uow.edu.au/document/view-current.php?id=71
https://policies.uow.edu.au/document/view-current.php?id=68
https://policies.uow.edu.au/document/view-current.php?id=50
https://policies.uow.edu.au/document/view-current.php?id=71
https://policies.uow.edu.au/document/view-current.php?id=68
https://policies.uow.edu.au/document/view-current.php?id=50
https://policies.uow.edu.au/document/view-current.php?id=71
https://policies.uow.edu.au/document/view-current.php?id=68
https://policies.uow.edu.au/document/view-current.php?id=50
https://policies.uow.edu.au/document/view-current.php?id=71
https://policies.uow.edu.au/document/view-current.php?id=68
https://policies.uow.edu.au/document/view-current.php?id=50
https://policies.uow.edu.au/document/view-current.php?id=71
https://policies.uow.edu.au/document/view-current.php?id=68
https://policies.uow.edu.au/document/view-current.php?id=50
https://policies.uow.edu.au/document/view-current.php?id=71
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E37 Approve costs or obligations for mobile telephone / device
plans.

Senior Executive
Executive Dean
Director
Chief Officer

Acceptable Use of IT Resources Policy
Purchasing and Procurement Policy
Telephone and Mobile Use Policy

E38 Approve additional options for University mobile telephones or
devices.

Senior Executive
Executive Dean
Director
Chief Officer

Acceptable Use of IT Resources Policy
Purchasing and Procurement Policy
Telephone and Mobile Use Policy

E39 Approve internal voice / data services. Line Manager Telephone and Mobile Use Policy

E40 Approve voice / data services. Chief Information Digital Officer
Associate Director, Client Products and Services
Associate Director, Infrastructure and Communications
Associate Director, Digital Strategy

Acceptable Expense Guidelines
Acceptable Use of IT Resources Policy
Telephone and Mobile Use Policy

E41 Approve non-login extensions (voice/data services). Chief Information Digital Officer - with countersignature from
relevant Senior Executive/Executive Dean, Director/Chief
Officer.
Associate Director, Client Products and Services - with
countersignature from relevant Senior Executive/Executive
Dean, Director/Chief Officer.
Associate Director, Infrastructure and Communications - with
countersignature from relevant Senior Executive/Executive
Dean, Director/Chief Officer.
Associate Director, Digital Strategy - with countersignature
from relevant Senior Executive/Executive Dean, Director/Chief
Officer.

Acceptable Use of IT Resources Policy
Telephone and Mobile Use Policy

Administrative Notes
Together with one of the following:
Senior Executive
Executive Dean
Director
Chief Officer

E42 Approve removal of international calling restriction from desk
(fixed) telephones.

Senior Executive
Executive Dean
Director
Chief Officer

Acceptable Use of IT Resources Policy
Telephone and Mobile Use Policy

E43 Approve removal of premium services restrictions Chief Information Digital Officer
Associate Director, Client Products and Services
Associate Director, Infrastructure and Communications
Associate Director, Digital Strategy

Acceptable Use of IT Resources Policy
Privacy Policy
Telephone and Mobile Use Policy

https://policies.uow.edu.au/document/view-current.php?id=68
https://policies.uow.edu.au/document/view-current.php?id=50
https://policies.uow.edu.au/document/view-current.php?id=71
https://policies.uow.edu.au/document/view-current.php?id=68
https://policies.uow.edu.au/document/view-current.php?id=50
https://policies.uow.edu.au/document/view-current.php?id=71
https://policies.uow.edu.au/document/view-current.php?id=71
https://policies.uow.edu.au/document/view-current.php?id=243
https://policies.uow.edu.au/document/view-current.php?id=68
https://policies.uow.edu.au/document/view-current.php?id=71
https://policies.uow.edu.au/document/view-current.php?id=68
https://policies.uow.edu.au/document/view-current.php?id=71
https://policies.uow.edu.au/document/view-current.php?id=68
https://policies.uow.edu.au/document/view-current.php?id=71
https://policies.uow.edu.au/document/view-current.php?id=68
https://policies.uow.edu.au/document/view-current.php?id=145
https://policies.uow.edu.au/document/view-current.php?id=71
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E44 Approve connection of a personally owned device to a wired
network port.

Chief Information Digital Officer
Associate Director, Client Products and Services
Associate Director, Infrastructure and Communications
Associate Director, Digital Strategy

Acceptable Use of IT Resources Policy

Software Asset Management
E45 Approve the installation of software onto IT Facilities and

Services as part of the coursework of a student studying an IT
related discipline.

Lecturer Acceptable Use of IT Resources Policy

https://policies.uow.edu.au/document/view-current.php?id=68
https://policies.uow.edu.au/document/view-current.php?id=68

