Risk Consequence Ratings

Consequence Severity Levels

exposure is
insignificant
and can be
absorbed

via the current
year budgeted

exposure <S50K
or impacts,
which can be
recovered
within 1 yr.
Loss of
Commercial
activities,
arrangements
or partnerships
with
commitments
up to $10m/yr.
contained
within a specific
area of

the University
(faculty,

exposure
(S50K-

<$500K) or
impacts which
require 1-2 yrs.
to recover

Loss of
Commercial
activities,
arrangements
or partnerships
with
commitments
between $10m-
$20m/year
contained
within a

exposure
(S500K-$5M) or
impacts, which
require 2-3 yrs.
to recover.

Loss of
Commercial
activities,
arrangements
or partnerships
with
commitments
$2m-
S50m/year
and/or has
significant
reputational

1 - Insignificant | 2 - Minor 3 - Moderate 4 - Major 5 - Severe
Brand, Minor impact Local media Extended Short —term Significant
Reputation on a small attention with negative local negative impact on
& Strategy number no or state wide national students,
of students, lasting impact media media stakeholders,
stakeholders, Minor impact coverage; coverage; and/or
and/or on students, Moderate Major impact community
community stakeholders, impact on on students, Irreparable
Negligible and/or students, stakeholders, damage to
impact on KPI community stakeholders, and/or partnerships or
milestones (0-3 | Temporary and/or community significant
months) of delays (3-6 community Sustained impact to
strategic plan months) Sustained Delays (12-18 University
meeting KPI Delays (6-12 months) in Rankings;
milestones of months) in meeting KPI Significant
strategic plan meeting KPI objectives of Delays
milestones of Strategic plan (>18months) in
Strategic Plan, Long-term meeting KPI
and/or; damage to milestones of
Short-term partnerships Strategic Plan
damage to
partnerships
Financial Financial loss or | Financial loss or | Financial loss or | Financial loss or | Financial loss or

exposure >S5M
or impacts
which require
>3 yrs. to
restore to
current
financial
position.

Loss of
Complex
commercial
activities,
arrangements
or
partnerships
with
commitments
>S$50m/year




Consequence Severity Levels

1 - Insignificant | 2 - Minor 3 - Moderate 4 - Major 5 - Severe
division, specific area of | impact and/or has
institute or the University. | domestically. significant
centre). reputational

impact
domestically
and

internationally.

Legal &
Regulatory

Isolated
matters are
unlikely to give
rise to breeches
or regulatory
consequences
i.e., fines,
penalties, or
litigation

Minor impact
to TEQSA
and/or
Professional
Accreditation.
Minor and/or
isolated
matters are
unlikely to give
rise to
regulatory
consequences
i.e., fines,
penalties, or
litigation.

Moderate
and/or isolated
breaches with
minimal
regulatory
consequences
i.e., fines,
penalties, or
litigation.
Requirement to
disclose matter
to appropriate
authorities
Moderate
impact to
TEQSA and/or
Professional
Accreditation

Major breaches
or systemic
matters
requiring
investigation or
audit by the
university or
regulator
Major
regulatory
consequences
i.e., Fines,
penalties,
prosecution or
litigation.
Requirement to
report matter
to appropriate
authority
Major impact
to TEQSA
accreditation,
Significant
Impact to
Professional
Accreditation

Severe
breaches or
High-profile
matters
investigated by
external
authorities
and/or
regulators with
media and
public
attention.
Significant
regulatory
consequences
e.g., loss of
accreditation,
sanctions,
criminal
prosecution,
heavy fines or
penalties;
Significant
impact to
TEQSA and/or
professional
accreditation




Consequence Severity Levels

1 - Insignificant | 2 - Minor 3 - Moderate 4 - Major 5 - Severe
Service No impact to Minor impact Moderate Major impact Significant
Delivery the delivery of | to the delivery | impact to the to the delivery | impact to the
teaching, of teaching, delivery of of teaching, delivery of
research or research or teaching, research or teaching,
operations and | operations and | research or operations and | research or
can be can be operations and | can be operations and
managed via managed via can be managed via cannot be
the reallocation | temporary managed via temporary managed via
of resources. reallocation of | temporary reallocation of | resource
No impact to resources. reallocation of | resources. reallocation.
student Temporary resources. Temporary Significant
experience resource Temporary resource Impact to
arrangements resource arrangements student
are sustainable | arrangements are sustainable | experience
for>12 are sustainable | >12 weeks. across the
months. 3-12 months Major impact university
Minor Impact Moderate to Student
to Student impact to Experience
Experience student (Contained to a
(contained toa | experience faculty)
subject) (contained to
cohort or
school)
Cyber, Disruptions to Disruptions to Unavailability Unavailability Unavailability of
Information | non-critical non-critical of critical of critical critical business
and business business business business systems/infrast
Technology | systems and systems and systems/infrast | systems/infrast | ructure or loss
infrastructure infrastructure ructure or loss ructure or loss of data in
that will not Disruption of data in of data in multiple areas
impact the within the isolated area of | multiple areas of operations
delivery of tolerable operation of operations during critical
services and outage period. | during non- during critical periods
can be Temporary critical periods. | periods Disruption is
managed via resource Disruption is Disruption is outside the
the reallocation | arrangements within the within the tolerable
of resources. are sustainable | tolerable tolerable outage period
for>12 outage period outage period Events
months. Temporary Temporary requiring
resource resource immediate
arrangements arrangements replacement of
are sustainable | are sustainable | staff
3-12 months >12 weeks




Consequence Severity Levels

Disease

No injury,
illness or
disease or only
short-term
discomfort.

Plant,
Equipment and
Materials

No damage

Environmental

No
contamination

Disease

Injury needing
first aid
treatment. Can
return to pre-
injury duties
immediately.

Plant,
Equipment and
Materials

Equipment able
to be reset and
back into
operation

Disease

Minor medical
treatment by
general
practitioner.
Treated as
outpatient at
hospital. Not
notifiable to
SafeWork NSW.
Absence from
work less than
7 days.

Plant,
Equipment and
Materials

Disease

Extensive
medical
treatment such
as
hospitalisation
as in patient.
Notifiable
incident to
SafeWork NSW.
Absence from
work greater
than 7 days.

1 - Insignificant | 2 - Minor 3 - Moderate 4 - Major 5 - Severe
People and Minor impact Minor impact Moderate Major impact Significant
Culture to to recruitment, | impactto to recruitment, | Impact to
recruitment/ret | retention and recruitment, retention and recruitment,
ention but no workloads, retention and workloads retention and
impact to activities can be | workloads within a workloads
workload, re-prioritised. within a business area, within a
employment/in | Temporary business area, activities are re- | business area,
dustrial resource activities are prioritised until | during critical
relations arrangements delayed until sufficient periods.
are sustainable | sufficient resources are
for>12 resources are available.
months. available. Temporary Industrial action
Temporary resource greater than 7
resource arrangements days.
Industrial arrangements are sustainable
action no are sustainable | >12 weeks.
greater than 3-12 months.
stop work
meeting. Industrial
Industrial action greater
action no more | than1dayto7
than 1 day. days.
WHS Injury, lliness or | Injury, lliness or | Injury, lliness or | Injury, lliness or | Injury, lliness or

Disease

Fatality or
permanent
incapacity to
work.

Plant,
Equipment and
Materials

Destroyed or
cannot be used.

Environmental

Long term
permanent




Consequence Severity Levels

1 - Insignificant | 2 - Minor 3 - Moderate 4 - Major 5 - Severe
without further | Damage Plant, effect to
action. requiring a Equipment and | ecosystems.

repair/service Materials Significant

by a intervention
Environmental trade/technicia Dam?ge required to

n and out of requiring remediate.

Minor
contained
contamination
ceasing when
the short level
is over, can
remediate (e.g.,
spill kit)

service no more
than 7 days.

Environmental

Contamination
event that does
not impact on
ecosystem.
Short impact
does not need
intervention.

repair/rebuild/r
ecertifications.
Out of service
for greater than
7 days.

Environmental

Ecosystem will
need time to
recover,
intervention
required to
remediate.




